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Internet Safety Policies

In today's connected world, the internet is a powerful tool for learning, communication, and entertainment.
But like any powerful tool, it comes with responsibilities and risks. To use the internet safely and smartly,
especially at school and in public, it's crucial to understand the rules and policies designed to protect you
and others. This section will guide you through internet safety policies and the special considerations for
using public Wi-Fi.

Demonstrating Knowledge of Internet Safety Policies

When you use the internet at school, or on school devices, you are agreeing to follow specific rules. These
rules aren't just made up by your school; they are often based on state laws and federal guidelines
designed to keep students safe and make sure technology is used for learning.

Your School District's Internet Safety Guidelines

Every school district has an Acceptable Use Policy (AUP) or a similar Internet Safety Policy. This document
outlines what you can and cannot do when using the school's internet network or school-provided devices.
It's designed to:

« Protect Students: Prevent access to harmful content, protect against cyberbullying, and safeguard

personal information.

« Ensure Fair Use: Make sure everyone has access to the internet for educational purposes without
others hogging bandwidth or misusing resources.
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¢ Maintain Network Security: Protect the school's computer systems from viruses, hacking, and other
threats.

« Promote Responsible Digital Citizenship: Teach students how to be good and ethical online users.

Your Task:
« Find and review your school district's specific Internet Safety Policy or Acceptable Use Policy. (Look
on the district website, in your student handbook, or ask your teacher).
« Answer the following questions about your district's policy:

o What are three specific types of online content that are prohibited?
o What are the consequences for violating the policy?
o Does the policy mention monitoring student internet activity? If so, how?

o What are your responsibilities when using school devices or the school network?

Local and State Level Requirements for Internet Use

Beyond district rules, there are also state and federal laws that govern internet use, especially in schools.
For example, the Children's Internet Protection Act (CIPA) is a federal law that requires schools and libraries
receiving certain federal funding to filter internet access to protect against obscene or harmful content, and
to implement policies to ensure online safety.

In your state, there are specific state laws that impact internet use in schools. These laws help reinforce
online safety and responsible digital citizenship.

Your Task (Research Required):

« Research your state's laws (statutes) that govern internet use in schools. (Hint: Look for laws related
to student privacy, acceptable use of technology in education, or digital citizenship in K-12 settings.
Your teacher might provide specific relevant law numbers or resources.)

« Identify at least two specific state-level requirements that impact how you use the internet at
school.

« Discuss how these state laws reinforce your school district's policies. For example, does a state law
mandate filtering that your school's policy then implements?

Understanding these policies and laws isn't about memorizing rules; it's about being a responsible digital
citizen who contributes to a safe and productive online environment for everyone.

Recognizing Terms and Policies for Public Access Points

Imagine you're at a coffee shop, an airport, or a public library. They often offer free Wi-Fi, which is a public
access point. While convenient, using these networks comes with its own set of terms, conditions, and,
importantly, security risks you need to understand.

Understanding Security Risks of Public Wi-Fi

Public Wi-Fi networks are generally less secure than your home network. Here's why:

¢« Open Access: Many public networks don't require a password, or use a widely known one. This means
it's easier for anyone, including malicious individuals, to join the network.



Lack of Encryption: Often, data sent over public Wi-Fi isn't encrypted (scrambled) by default. This
means that if someone on the same network is trying to "eavesdrop,” they might be able to see your
personal information (like passwords, credit card numbers, or messages) as it travels between your
device and the internet. Think of it like shouting your private conversations in a crowded room.

"Man-in-the-Middle" Attacks: A hacker might set up a fake Wi-Fi network that looks legitimate (e.g.,
"Airport_Free_WIFi") to trick users into connecting. Once connected, the hacker can then intercept all
your traffic.

Malware Distribution: Unsecured public networks can sometimes be used by attackers to spread
malware (viruses, spyware) to connected devices.

What to avoid on Public Wi-Fi:

Online Banking or Shopping: Never access sensitive financial accounts or make purchases that
require entering credit card details.

Accessing Work/School Accounts: Avoid logging into accounts that contain sensitive or confidential
information.

Sharing Personal Data: Be very careful about entering any personal information into welbsites or
apps.

Safer alternatives:

Use your phone's cellular data instead if you need to do something sensitive.

Use a Virtual Private Network (VPN). A VPN encrypts your internet connection, creating a secure
"tunnel" for your data, even on an unsecured public network.

The Importance of Reading Terms and Conditions

Whenever you connect to a public Wi-Fi network, you'll usually see a pop-up asking you to accept "Terms
and Conditions" or a "User Agreement." Most people just click "Accept" without reading, but this can be a
mistake!

What they might include: These agreements often detail:

o Data Collection: What information the Wi-Fi provider might collect about your Browse activity
(e.g., websites visited, time spent online).

o Usage Limitations: Rules about what you can or cannot do on the network (e.g., no illegal
activities, no excessive downloading).

o Privacy Policies: How your data might be used or shared with third parties.

o Liability Waivers: The provider might state they aren't responsible if your data is compromised
while using their network.

Why read them? By clicking "Accept," you are legally agreeing to these terms. You might unknowingly
consent to your data being collected or shared in ways you're not comfortable with. Taking a
moment to skim or read the full terms helps you understand what you're agreeing to and make an
informed decision about whether to use that specific public access point.

Being aware of these security risks and understanding the terms you agree to are essential skills for staying
safe and protecting your privacy when using public Wi-Fi.



Critical Thinking Questions:

1. Imagine you are a new student at this school. Why would it be important for you to carefully read
and understand the school district's Internet Safety Policy, even if you already feel knowledgeable
about internet use?

2. Considering the security risks of public Wi-Fi, if you absolutely must check your bank balance while at
a coffee shop, what steps could you take to minimize your risk, beyond just connecting to the free
Wi-Fi?

3. Why do you think state and local governments create specific laws and policies regarding internet
use in schools, in addition to general federal laws like CIPA? What unique concerns might they be
trying to address at a more local level?

Questions (5)

1. You are using your school's computer to do homework. The school has an Acceptable Use Policy
(AUP). What is one main purpose of this policy?

MULTIPLE CHOICE
Choose the correct answer:

A. To allow you to access any welsite you want.
B. To let you install any software you choose.
C. To protect students from harmful content and ensure fair use.

D. To make the internet faster for games.

2. You are at a coffee shop and connect to their free public Wi-Fi. The passage warns that public
Wi-Fi is generally less secure than your home network. Why is this often the case?

MULTIPLE CHOICE

Choose the correct answer:

A. Public Wi-Fi is always faster.
B. It has too many users at once.
C. Data sent over public Wi-Fi might not be encrypted, making it easier to eavesdrop.

D. Public Wi-Fi networks have stronger passwords.



3. While using public Wi-Fi at an airport, you realize you need to quickly check your bank balance.
What is a "safer alternative” mentioned in the passage for this sensitive task?

MULTIPLE CHOICE

Choose the correct answer:

A. Just go ahead and log in quickly.
B. Use the airport's public computer.
C. Ask a stranger for their personal hotspot.

D. Use your phone's cellular data instead.

4, Before using public Wi-Fi, you often see a pop-up asking you to accept "Terms and Conditions."
Why is it important to read these, even quickly, before clicking "Accept"?

MULTIPLE CHOICE
Choose the correct answer:
A. They contain fun facts about the Wi-Fi provider.
B. It speeds up your internet connection.
C. You are legally agreeing to how your data might be collected or used.

D. It makes the Wi-Fi free.

5. What is a major security risk unique to public Wi-Fi, where a hacker might set up a fake network
to trick users into connecting and intercept their data?

MULTIPLE CHOICE
Choose the correct answer:

A. Virus infections from legitimate websites.
B. "Man-in-the-Middle" Attacks.
C. Slow internet speeds.

D. Too many users on the network.



Answer Keys & Solutions

Questions

1. You are using your school's computer to do homework. The school has an
Acceptable Use Policy (AUP). What is one main purpose of this policy?

MULTIPLE CHOICE

Correct Answer:

A. To allow you to access any welbsite you want. X Incorrect
B. To let you install any software you choose. X Incorrect
C. To protect students from harmful content and ensure fair use. v Correct
D. To make the internet faster for games. X Incorrect

Explanation:

Think about what the school's rules are designed to achieve for students.

2. You are at a coffee shop and connect to their free public Wi-Fi. The
passage warns that public Wi-Fi is generally less secure than your home
network. Why is this often the case?

MULTIPLE CHOICE

Correct Answer:

A. Public Wi-Fi is always faster. X Incorrect
B. It has too many users at once. X Incorrect
C. Data sent over public Wi-Fi might not be encrypted, making it easier to eavesdrop. v Correct
D. Public Wi-Fi networks have stronger passwords. X Incorrect

Explanation:

Consider how your information might be exposed on open networks.



3. While using public Wi-Fi at an airport, you realize you need to quickly
check your bank balance. What is a "safer alternative” mentioned in the
passage for this sensitive task?

MULTIPLE CHOICE

Correct Answer:

A. Just go ahead and log in quickly. X Incorrect
B. Use the airport's public computer. X Incorrect
C. Ask a stranger for their personal hotspot. X Incorrect
D. Use your phone's cellular data instead. v Correct

Explanation:

Think about ways to avoid sending sensitive information over an unsecure network.

4. Before using public Wi-Fi, you often see a pop-up asking you to accept
"Terms and Conditions.” Why is it important to read these, even quickly,
before clicking "Accept”?

MULTIPLE CHOICE

Correct Answer:

A. They contain fun facts about the Wi-Fi provider. X Incorrect
B. It speeds up your internet connection. X Incorrect
C. You are legally agreeing to how your data might be collected or used. v Correct
D. It makes the Wi-Fi free. X Incorrect

Explanation:

Consider what you are agreeing to when you accept digital terms.

5. What is a major security risk unique to public Wi-Fi, where a hacker might
set up a fake network to trick users into connecting and intercept their data?

MULTIPLE CHOICE

Correct Answer:

‘ A. Virus infections from legitimate websites. X Incorrect

‘ B. "Man-in-the-Middle" Attacks. v Correct ’




‘ C. Slow internet speeds. X Incorrect

‘ D. Too many users on the network. X Incorrect

Explanation:

Recall the specific type of attack where a hacker impersonates a legitimate connection point.



