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In our fast-paced digital world, being online is a big part of everyday life. We use the internet for school,
entertainment, and connecting with friends. But just like navigating a busy street, being online requires
knowing how to stay safe. This textbook will help you understand how to protect your information, identify
safe websites and downloads, and manage your device usage for a healthier digital life.

Strong Passwords and Internet Safety

Think of your online accounts — like your email, social media, or gaming profiles — as locked doors to your
personal information. A strong password is like a super tough, unique key for that lock. The connection
between strong passwords and Internet safety is direct and very important: a strong password is your first
and often best defense against unauthorized access to your accounts. If your password is weak (like
"123456" or your birthday), it's like leaving your door unlocked or with a key under the doormat — anyone can
easily get in.

Cybercriminals often try to guess common passwords or use special software to try millions of combinations
very quickly. A strong password makes it incredibly difficult for them to get into your accounts, protecting
your personal data, messages, and digital identity. To create a strong password, it should be long (at least
12 characters), include a mix of uppercase and lowercase letters, numbers, and symbols, and not be easily
guessable (avoid personal information). Also, it's a good idea to use a different, strong password for each of
your important accounts. This way, if one account is ever compromised, the others remain safe.

Trusted Downloads and Website Safety

Imagine you're looking for a new game or a school project template online. It's super important that the files
you download and the websites you visit are safe and legitimate. Downloading files from untrusted sources
is like inviting a stranger into your house — you don't know what they might bring with them. These
downloads could contain viruses, malware, or other harmful software that can damage your device or steal
your personal information. Always make sure you're downloading from official app stores, reputable software
developer websites, or well-known educational platforms. Look for reviews, check for legitimate contact
information, and if something feels "off," don't download it.

Evaluating a given website to determine if it is safe for users involves checking several things. First, look at
the URL (website address). Does it start with "https://"? The "s" in "https" stands for "secure,” meaning the
information exchanged between your browser and the website is encrypted, helping to keep your personal
data private. Also, check for a padlock icon in the address bar. Is the website spelling correct, or does it
look like a slight variation of a popular site. These could be signs of a phishing site trying to trick you.
Second, consider the accuracy of the information presented. Does the site seem reputable? Does it cite
sources for its claims? Be wary of sites with lots of pop-up ads, flashing banners, or overly sensational
headlines. Finally, if the website asks for personal information (like your full name, address, or payment
details), think about whether it's truly necessary for what you're trying to do. Always be cautious about
sharing sensitive data, and double-check that the site is secure (with "https") before entering any private
details.
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Negative Impacts of Excessive Device Usage

While our digital devices offer incredible benefits for learning, connecting, and entertaining, using them too
much can have several negative impacts on our well-being. It's important to find a healthy balance.

One significant concern is device addiction. This is when using a device becomes compulsive and interferes
with daily life, similar to other addictions. Symptoms might include feeling anxious or irritable when you can't
use your device, neglecting schoolwork or friendships, and constantly checking notifications. Excessive
usage can also affect your online versus in-person personality traits. Some people might feel more
confident or outgoing online, but become shy or withdrawn in real-life social situations because they are
spending less time practicing in-person communication. Another impact is digital overload, where your
brain becomes overwhelmed by the constant stream of information, notifications, and stimuli from your
devices. This can lead to difficulty focusing, reduced attention span, and increased stress or anxiety. Other
negative impacts can include sleep disruption due to blue light exposure from screens, eye strain, neck pain
("tech neck"), reduced physical activity, and a decrease in face-to-face social interaction, which is vital for
building strong relationships and social skills. Recognizing these potential downsides is the first step toward
developing healthy device habits.

Critical Thinking Questions

1. Imagine your friend uses the same simple password for all their online accounts. Explain to them,
using concepts from this textbook, why this is risky and what steps they should take to improve their
Internet safety.

2. You're doing research for a school project and find a website with information that seems perfect, but
the URL doesn't start with "https://" and it has many distracting pop-up ads. Would you use this
website? Why or why not? What steps would you take to ensure the information you use is accurate
and safe?

3. Think about your own device usage. Identify one potential negative impact of excessive device
usage that you might experience (e.g., eye strain, difficulty focusing, less time with friends). What
specific changes could you make to your daily routine to mitigate this impact and foster a healthier
balance?



